
Subject: ARNG use Google Earth and Social Web Sites (UNCLASSIFIED) 
Importance: High 
 
Classification: UNCLASSIFIED 
Caveats: FOUO 
 
ALCON, 
 
Sorry for the delay of the info below (has been a Policy nightmare); 
 
Use of Social networking Sites: 
 
The following sites are no longer being blocked by the ARNG Enterprise 
firewalls/bluecoat devices at the DISA Pops and are allowed for access:  
 
(a) Facebook, http://www.facebook.com 
(b) Delicious, http://www.delicious.com 
(c) Flickr, http://www.flickr.com 
(d) Twitter, http://www.twitter.com 
(e) Vimeo, http://www.vimeo.com 
 
The following statement appears when these sites are accessed and a accept button 
must be selected before access is granted: 
 
"The website you are attempting to visit is a social networking environment. 
Army Regulation 530-1, Operations Security (OPSEC), prohibits disclosure of 
critical and sensitive information in any public domain to include but not 
limited to the World Wide Web, open source publications and the media. Do not 
publicly disseminate or publish photographs displaying critical or sensitive 
information. Do not publicly reference, disseminate, or publish critical or 
sensitive information that has already been compromised. By clicking "Accept" you 
are acknowledging that this Internet browsing activity will strictly adhere to 
rules and regulations set forth in AR 530-1. If you wish to continue click 
"Accept"." 
 
The following sites are being blocked at the ARNG Enterprise firewalls/bluecoat 
devices at the DISA Pops: 
 
(a) YouTube, http://www.youtube.com 
(b) 1.FM, http://www.1.fm 
(c) Pandora, http://www.pandora.com 
(d) Photobucket, http://www.photobucket.com 
(e) MySpace, http://www.myspace.com 
(f) Live365, http://www.live365.com 
(g) hi5, http://www.hi5.com 
(h) Metacafe, http://www.metacafe.com 
(i) MTV, http://www.mtv.com 
(j) BlackPlanet, http://www.blackplanet.com 
(k) StupidVideos, http://www.stupidvideos.com 
(l) Filecabi,http://www. filecabi.net 
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As far as official orders allowing its use, there will be no official orders as 
7th ATC has stated that it will be a command decision. The ARNG leadership has 
decided that it will be a state leadership decision to block or allow within the 
Title 32 firewalls (A few states have decided to block). 
Official notification is suppose to be directed by PAO offices and not the ARNG 
G6. 
 
V/R 
 
John C. Hair 
ARNG IAPM 
Com/Secure: (703)607-9632/7483 
DSN/Secure: 327-9632/7483 
Fax: (703)607-7688 
SIPR Email: john.hair@us.army.smil.mil 
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